BIOSz adaptation and integration issues in embedded x86 projects

Your opportunities with BIOS solutions
* Third party brands and names are property of their respective owners.

BIOS

DT MAD

HECTRON'C phoenix partner

technologies

Enabling your next step



e

The strateqgic partner for
embedded PC boards and syste

Gerard Duynisveld

HECTRONIC E LI T/IAN
Enabling your next step




BIOSz adaptation and integration issues in embedded x86 projects

Your opportunities with BIOS solutions

BIOS

'a Y

HECTRONIC ehosss)) rsiedrti

technologies

Enabling your next step



Hectronic inside!




Hectronic technology offer

Embedded P&hardware Standard boards, Custom
designs and complete OEM system solutions

BIOS source code customization

Peripheral and I/0, communications such as Ethernet,
CAN, Firewire, fieldbusses, USB, PCle, etc.

Standardized technology components from Intel, AMD,
VIA, Microsoft and Phoenix Technologies
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Operating systems drivers adoptions
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Phoenix Technologies

A The Core System Software Supplier, BIOS
A Best: Quality, volume, standard setting

A Phoenix brand names
Phoenix
SecureCore
Trusted Core
Award
GenSW
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Eltan

A Engineering company specialized in x86
A Specialists with experience for over 25 years
A Partner of Phoenix/ Award/ GeneralSW Bios
Development and distribution
A Microsoft Solution Provider
Device drivers etc
A Custom hardware development

Member of the Intel Embedded Design Program
AMD and VIA partner

A System development
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BIOS in embedded system

A BIOS history

A BIOS trends and roadmap

A BIOS opportunities

A BIOS opportunities in COTS modules

A BIOS implementations for Atom and Tolapa
A Decision criteria
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BIOS history

A Name comes from Basic Input Output System
A3OAOOAA 10O xEOE )"- EI OEA X
Intended to isolate the hardware from the OS and applications
First Code executed when a system starts
Power On Self Test
Configure the system
Booting the OS
Provided run time support for Keyboard, Disk, Display etc.

A Became the industry standard for x86 systems
Phoenix started the legal IBM compatible BIOS
Followed by several others, now only 3 major suppliers left
Phoenix, AMI and Insyde

Others have disappeared because of the increasing complexity and the
speed that is required to implement new industry standards
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BIOS complexity

A A typical Phoenix BIOS consists of around 4300 source files
A Many items need to be configured and implemented for
the system
PCIl, USB, Memory
Power management
Clock generators, CPU updates etc etc
A Many of the relations between those are not or poorly
documented
A Needs to comply with numerous standards
PCI, PCle, ACPI, SMBIOS, USB
Plug and Play etc etc
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BIOS trends and roadmap

A Conventional BIOS
"Y1/ 3 AO xAGOA EITT xI
Written in assembly language

Only the Phoenix code tree is modular
BIOS core
| Compatibility
| Modules : PCI, USB, ACPI etc
#EEDOAO OAOEOAOQSG
Board implementations
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BIOS trends and roadmap

A UEFI Framework based BIOS
Objective
Standardized Silicon Vendor / BIOS interface

Standardized environment for optional hardware
Written in C code

Remark

Compatibility module (CSM) required to run current
OS and current option ROMs (video/ LAN / RAID etc)

T / ‘




BIOS trends and roadmap

Legacy and UEFI APIs running side by side

Preserves customization code

A Reduces Backward Compatibility testing

A Preserves Phoenix optimizations for Legacy OPROMSs

Legacy Opelatlng System Intel EFI Shell

Legacy OS Interfaces EFI 1.10 API

A
A

SECURITY

CRYPTO TCG BIOMETRICS

LEGACY SILICON INTERFACES I NTEL FRAMEWORK AGREEN HO API

LEGACY CHIPSET CODE » INTEL BINARY SILICON DRIVER
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BIOS trends and roadmap

Intel Framework Compatible Multiboot

Phoenix Compatibility Service Module (CSM) Multi-level Password
Intel Management Engine (vPRO/Centrino Pro) Multi-processor
ASF2.0 Crisis Recovery

IPMI
BIOS watchdog timer
Fast Boot
Multi-language
TCG
\TPM
Secure SMM
Microsoft BitlockerE
WHEA
Legacy Free
Industry Standards
PCle
USB 3.0
ACPI
SMBIOS
DMI Error logging
BIOS Boot Spec
Storage
ATAS8-ACS
Solid State Drive (SSD)
ATA over LAN / IDE-R
Hard Disk Password
Bitlocker Drive Encryption
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Software License Provisioning (SLP 2.0)
Configurable Splash Screen
Graphical Setup Engine

Management/Development/Debug tools
PCA
Code navigation
Phlash
Driver install
Platform configuration
ACPI
Automated debug tools (e.g. register interpreter)
Logo customization
Operating Systems
Vista SP1 64-bit UEFI mode
A PXE Boot over LAN
A Bitlocker Drive Encryption
Windows Server 2008 64-bit UEFI mode
A PXE Boot over LAN
A Bitlocker Drive Encryption
A WHEA
DOS / WinXP
Vista SP1 legacy mode
Windows Server 2008 legacy mode
Linux 64-bit UEFI mode
Linux legacy mode
Linux 32-bit UEFI mode
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BIOS trends and roadmap

A BIOS to select
11 OETATE®@ ")/ 3 OAOOEI
Differences are BIOS internal issues

Projects will be supported as long as required, there
will not be a need to switch because a BIOS becom

obsolete




BIOS opportunities

A Create customer specific features

A Future / backwards compatibility issues can be addressec
to support the application

A Specific security items can be implemented

Fast boot, Secure boot, Secure flash update,
encryption/decryption, Authorisatiomtc

A Storage handling,

A Sensor control and parameter watchdogs..
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A Solve hardware issues

A Microcontroller and FPGA updates and configuration
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COM module + carrierboard design

A Most COM module suppliers provide good design rules how to
develop carrier boards

A The carrier board includes additional PCl and PCI express
peripheralsg and the COM module has a standard Bios

A Unique features on carrier board can be interfaced through PCI,
PCle, LPC, USB, SMB interfaces

A Configurationproblems for standard bios

A Perhaps also additional PCI and PCle slots or Card Express and
SDIO, MMC slots

A Special needs for power management, wake up, security

A Support future design requirements...

A.AAAO #00OOi I "EIT O AAI POEIT 088

A 88888888

A Hectronic makes the difference
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Tolapal and Atom BIOS

A New available hardware for existing and new
markets

A Phoenix BIOS code is available
Up to date BIOS for Reference Boards available

All current industry standards, Chipset features and
1360 O0ODDI OOAA

All Atom and Tolapai features are supported
Power states etc

Board implementation needs to be made
Define supported features, add custom features
Define power management behavior etc.
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BIOS maintenance

A BIOS is software and is an integrated part of tt
basic system

Needs to be changed when hardware changes

Needs to be changed due to OS or application
reguirements

A HECTRONIC controls both hardware and BIO
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Decision criteria/ Business

experience recommendations

A Standard x86 hardware

A Standard modules

A Reliable Standard modules with support
A Reliable Standard modules with control
A Custom design with full control

A Hardware and BIOS
A Open for discussions
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Summary

A BIOS is a requirement for x86 systems

A BIOS should be tailored to the hardware and the
customers requirements

A BIOS implementation and configuration is a task for
specialists

A BIOS control

Version control is crucial to properly support an embedded
system

BIOS version needs to match the hardware changes

A HECTRONIC, Phoenix and ELTAN can provide the
best solution
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Where to Get More Information on why, what, who

A www.eltan.com

A www.hectronic.se

A www.intel.com

A www.phoenix.com

A www.microsoft.com/hwdev

A Feel free to contact us for more information
& Eltan B.V.
& Gerard Duynisveld
G email :gduynisveld@eltan.com
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http://www.eltan.com/
http://www.eltan.com/
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Back- up slides

A Various
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Business idéa

We offer large and mid size OEM companies fast development,
volume deliveries, lifecycle management of customer optimized
o Al AAAAAA o#06 OI 1 OOEIT O AAOAA
blocks or standard products.
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Market segments
A Military
A Industrial automation
A Datacom/telecom
A Transport/vehicles

A Marine/offshore
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Product life cycle management

Hectronic manages long time lifecycles for
Industrial customers and products
At least 510 years lifecycle
Managing component and changes

Renewal projects with new designs or partial
replacement

Own technology and IP roadmap
Support program
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Example of standard board

offering
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1#H6036 Pentium M
PC/104 module

1#H6171 Pentium M
ETX module

1H4089
development/ref.
mini -1TX carrier
board

IXP embedded, Win
CE and Linux BSPs
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