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Introduction - Why Security why Safety?
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Driving Toward Advanced Driver Assistance
Application Description Sensor

Adaptive Cruise 
Control:

A system to automatically control the speed of an automobile with awareness of 
other vehicles and obstacles. 

Radar
Lidar
Camera

Pre-Crash
A system to detect an imminent collision and prepare on-board safety systems 
in advance.

Radar
Lidar
Camera

Blind Spot Detection The system that alerts drivers to the presence of vehicles in their blind spot. 
When the driver is preparing for a lane change or backing up.

Radar
Camera

Backup Warning System is designed to detect the presence of obstructions behind a 
vehicle and warn the operator. 

Radar
Camera

Active Front Lighting A system to increase driver visibility at night by dynamically altering the 
headlight beam’s direction and intensity.

Camera 
(Low)

Blind Spot Detection
Lane Departure Warning

Adaptive Cruise Control

Pre Crash

Stop & Go
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Remote Convenience Store Robberies
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Infected Photo Frame
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What Requires Protection?
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Functional Safety Standards

IEC61508 (Functional safety of electrical/electronic/ programmable 
electronic safety-related systems)
• Safety Integrity Levels (SILs)

SIL1: Minor injury
SIL2: Serious permanent injury to one or more persons; death to one person
SIL3: Death to several people 
SIL4: Very many people killed

IEC26262 - automotive derivative of IEC61508
• Published by FAKRA (Normenausschuss Kraftfahrzeuge, part of 

german VDA)
• Planned schedule 

working document (WD) 2006
draft standard (DS) 2008
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16/32-bit Solutions for Chassis/Safety

System Safety Level

M
C

U
 S

af
et

y 
Fe

at
ur

es

ASIL DASIL CASIL B ASIL C ASIL D
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Collision
Avoidance

Steer by wire
Brake by wire

Airbag
Electronic Power Steering
Electronic Stability Control

Electronic
Throttle

Precrash
Adaptive Cruise Control

Dual Core

Single
Core

Safety MCU

Single
Core

Safety MCU

Monitor

Single
Core

Safety MCU

Checking  MCU

Single
Core

Safety MCU

Dual Core

Monitor
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How much Security?

• What are you trying to protect?
• What types of attack do you need to protect against?
• What are the likely attack points, and methods?
• How much security do you require?

• How much are you willing to pay?

• How will security impact the underlying system?
• How will you upgrade/maintain the system and 

security over time?

When protecting a system you must consider:
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Types of Attacks
Electrical

• Over/Under voltage
• Power analysis
• Frequency analysis
• Electrostatic discharge
• Circuit probing

Software
• Spy software insertion
• Flow analysis
• Trojan horse
• Virus

Physical
• Temperature variation (into extremes)
• Temperature analysis
• De-processing
• System theft
• Partial destruction
• Hardware addition/substitution
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System Security

Classic Security Requirements:
•Confidentiality - prevents eavesdropping
•Authentication - prevents impersonation
•Data Integrity - prevents tampering
•Non-repudiation - prevents denial
•Trusted Processing - enables trusted platform for 
authorized access to program and data

• IP Protection - prevent software/IP theft
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How are Systems Protected Today?
Physical security:

• Secure packaging
• Secure packaging with tamper detect (i.e. pressure monitoring)
• Secure packaging with tamper detect and destruction (i.e. dynamite)
• Obscured part numbers
• Hidden layers
• Protected location

Electronic Security:
• Security bit, to protect on chip non-volatile memory (e.g. Flash), on MCUs-

Prevent external access to on chip resources:
– Locks device into Single Chip mode (Disables external parallel bus)
– Disables Background Debug Mode
– Disables Test Mode
– Disables JTAG
– Disables any (serial) “Bootstrap” functions

Memory array bulk erase turns security bit off
• Secure System (e.g. PISA)

Assurance for stored IP 
Data stored encrypted in external memory 
Data decrypted and stored in on-chip private memory at runtime

– How do you protect software IP?
• Proprietary (CPU) Design
• Silicon obfuscation (e.g. obscuring metal layer)
• On-Chip Encryption Acceleration

How do you protect the key?
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Cryptography
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Cryptography
Symmetric Key Cryptography:
• Same key used to encrypt and decrypt
• Very fast

Typically used for bulk of encrytion/decryption

• Same key must be at both end points.
Asymmetric (Public) Key Cryptography:
• 2 related keys are required (known as a public and a private key)

• 1000 times slower than symmetric key

• Typically used for exchange of symmetric keys

• and,  sender authentication
• End points need have had no prior contact
Authentication:
• Necessary to know who you’re speaking to
• Certificates used to verify identity
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Secure Systems:
Platform Independent Security Architecture (PISA)
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MCU with Security Bit

Integrated
FLASH

CPU

SRAM

LAN
PAN
WAN

Peripherals

Security Bit:
•Disables external bus

•Disables debug modes

Secure  System
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Integrated Flash:
•Stores Program

•Stores Data
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Available today on most MCU products
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Data Encrypted

Program Encrypted

Boot FLASH

Data Encrypted Data In Clear

DRAM

Mass
Storage

Secure  System

Encryption:
•Prevents program cloning

LAN
PAN
WAN

Protecting a Program in External Memory (3)

Encryption:
•Prevents program cloning

Encryption:
•Prevents program 

capture

Encryption:
•Prevents program cloning
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Secure Boot & Integrity Monitor:
•Authenticating application program 
prevents execution of a Trojan Horse 

program that would divulge the 
application program

Hardware Crypto & Secret Key:
•Decrypts application program in 
DRAM for execution out of SRAM 

buffer 

Secure SRAM:
•Provides secure execution 

buffer memory
•Contents are erased if 
Tampering is detected

Tamper Detect:
•Erases all SRAM Data if 

Tampering is detected
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